The National Telecommunications and Information Administration’s (NTIA’s) Listening
Session on Screen-Based Instruction in K-12 Schools collected feedback from parents,
students, educators, and child development experts, to contribute to the NTIA’s comment
for an FCC proceeding on the E-Rate program that funds connectivity in schools. CERU
research points to limitations in the effectiveness of the Children's Internet Protection Act
(CIPA) in protecting students’ data, and how it might be improved.
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My name is Faith Boninger. I am a research professor at the University of Colorado
Boulder, where I study the educational and privacy impacts of the digital technologies
used in schools.! I offer this comment as a private individual.

Ubiquity and Nature of Digital Educational Products

So-called “ed tech” products present a special threat to students because their opaque
algorithms mediate between teachers and students, deliver educational content, and
make educational decisions—through all of it, collecting huge amounts of sensitive
data from children as they learn and grow. Children are often required to use these
products in their state-mandated schooling. As they are in New Mexico, which
explicitly forbids parents from opting out of Amira, the state’s chosen Al reading
program.z2

What We Don’t Know

My concerns center on the lack of adequate public oversight of ed tech products. These
products and their algorithms are proprietary and we cannot under current law and
policy legally access and examine them to ensure that they are capable of providing
the promised services and that they do not harm their users.

As things now stand, we do not know:
How an ed tech product makes educational decisions;

If, when, or how a product may embed cultural and other biases in curriculum and
assessments and in so doing harm students; or

What data the product collects from students, with whom data is shared, or to what
uses data is put.



Student Data Privacy

Federal and state laws currently allow providers to “de-identify” student data, retain
it, share it, and use it—in perpetuity.3 They may use it for all sorts of commercial
purposes, such as developing products that predict the capabilities, intentions, and
behaviors of students from whom data is collected and others like them. Although it is
impossible to verify the basis for these predictions, they can and often are used for
both for academic purposes like guiding students toward different academic tracks4
and non-academic ones like determining insurance rates5 or the likelihood of
committing a crime.®

The Children's Internet Protection Act (CIPA) Fails to Protect
Children’s Sensitive Data

The Children's Internet Protection Act (CIPA) requires schools to certify that they have
adopted and are enforcing internet safety policies to address, among other things,
“unauthorized access...” and “unauthorized disclosure, use, or sharing of minors'
personal information.” But schools don’t control and can’t see either the algorithms
that define the ed tech products they use or the business activities of the providers of
those products. Of serious concern is authorized access to, sharing, and use of data
extracted from students as part of their state-required schooling, especially including
theoretically non-personal data. Such allowed but invisible use presents a significant
threat to students in particular and to the public more generally.
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